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Abstract

Operational risk and security incidents now unfold across distributed, cloud-native estates that
generate volumes of telemetry no human team can manually triage at speed. Over the past decade,
artificial intelligence (Al) and machine learning (ML) have moved from experimental log-mining
prototypes to production components of security operations centres, site reliability engineering
practices, and enterprise risk functions. This paper synthesises the advances that have made Al-
assisted risk and incident analysis viable and examines the opportunities and limitations that will
shape the next phase of adoption. We organise the state of the art into five capability areas:
anomaly and detection analytics over logs, metrics, and traces; alert triage, deduplication, and
correlation; natural language processing (NLP) and large language models (LLMs) for incident
summarisation, knowledge retrieval, and postmortem authoring; automation and orchestration of
response workflows; and human—Al collaboration in the analyst loop. We map these capabilities
to established incident-handling and risk-management frameworks and present a structured
capabilities table describing typical inputs, methods, and outputs. We then interrogate the open
challenges that temper enthusiasm: model hallucination and reliability, the sensitivity and
governance of incident data, the immaturity of evaluation methodology, and the operational
hazards of over-automation. Finally, we propose a research agenda spanning benchmarking,
retrieval-grounded and explainable reasoning, evaluation of human—Al teams, and resilience-
aware automation. We argue that the near-term value of Al in this domain lies less in autonomous
decision-making than in augmenting scarce expert attention, and that trustworthy deployment
depends on grounding, evaluation, and human oversight rather than on model scale alone.

Keywords: incident analysis, operational risk, anomaly detection, large language models, AlOps,
retrieval-augmented generation, explainable Al, security operations, human—Al collaboration

1. Introduction

Modern organisations operate sprawling digital estates whose availability, integrity, and
confidentiality are continuously tested by faults, misconfigurations, and adversaries. When
something goes wrong (a service degradation, a data exposure, an intrusion) the speed and quality
of the analytical response determine the magnitude of the loss. Yet the raw material of that
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response, machine-generated telemetry, has grown far faster than the pool of expert analysts able
to interpret it. A single mid-sized platform can emit millions of log lines, metric samples, and trace
spans per hour, of which only a vanishing fraction is diagnostically relevant during any given
event. This asymmetry between signal volume and expert attention is the central motivation for
applying artificial intelligence (Al) to risk and incident analysis.

The asymmetry is not merely quantitative; it is structural, and understanding its structure clarifies
why naive scaling of human effort cannot resolve it. The cost of an incident does not grow linearly
with its duration but tends to compound: a latent database exhaustion that would be trivial to
correct in its first minute can, if undetected, cascade into connection-pool starvation, retry storms,
and dependent-service collapse that take hours to unwind. Analytical latency therefore sits on a
steep and often convex loss curve, and any capability that shaves minutes from detection and
diagnosis captures value out of proportion to the raw time saved. At the same time, the diagnostic
signal is buried in an overwhelmingly benign background: the base rate of genuine incidents
among candidate anomalies is low, so even a highly accurate detector can, in absolute terms,
produce more false alarms than true ones. These two facts, convex loss in time and extreme class
imbalance in signal, define the operating regime that Al-assisted analysis must actually serve, and
they explain why techniques that look impressive on balanced benchmarks can disappoint in
production.

A further complication is that the estate under analysis is non-stationary. Software is redeployed
many times a day, dependency graphs are rewired, traffic patterns shift with product launches and
time zones, and adversaries deliberately alter their behaviour to evade detection. The “normal”
against which anomalies are judged is thus a moving target, and any model that encodes a fixed
notion of normality will decay. This non-stationarity is qualitatively different from the settings in
which many machine-learning methods were validated, and it places a premium on approaches
that are transparent enough to be audited, cheap enough to be retrained, and modest enough in their
claims that human analysts can catch them when they drift. These considerations frame the
argument, developed throughout the paper, that the near-term contribution of Al here is to
concentrate scarce expert attention rather than to replace it.

The field has matured rapidly. Early work framed the problem as anomaly detection over system
logs and network traffic, treating deviations from learned baselines as candidate incidents [1]. The
subsequent decade brought deep learning to sequence-structured telemetry [2], the transformer
architecture that underpins contemporary language understanding [3], and, most recently, large
language models (LLMs) capable of summarising, reasoning over, and generating the natural-
language artefacts (tickets, chat threads, runbooks, postmortems) that surround every incident [4].
In parallel, operational disciplines such as site reliability engineering (SRE) codified the incident
lifecycle and made structured telemetry a first-class engineering concern [5], while incident-
handling standards formalised the phases of preparation, detection, containment, eradication,
recovery, and post-incident learning [6].

This convergence has produced a genuine capability shift, but also a gap between demonstration
and dependable practice. Anomaly detectors that excel on curated benchmarks can flood analysts
with false positives in the open world [7]. LLMs that fluently summarise an incident may also
fabricate plausible but incorrect causal claims [8]. Automation that accelerates routine response
can, if unchecked, propagate errors at machine speed. The purpose of this paper is therefore
twofold: to consolidate what Al-assisted risk and incident analysis can reliably do today, and to
set out where the research and engineering frontier should move next.
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It is worth being precise about the nature of this gap, because it recurs in each capability area we
survey and shapes the research agenda we propose. Demonstrations are typically conducted under
conditions that quietly remove the very features that make operational incidents hard: labels are
clean, the distribution is stationary, the cost of a mistake is symmetric, and a single well-posed
task is evaluated in isolation. Dependable practice must contend with the opposite of each of these,
noisy and delayed labels, drift, sharply asymmetric costs, and tasks that are entangled with one
another and with human workflow. A model that performs well in the first setting therefore carries
no guarantee of value in the second, and the burden of the field is to close this distance rather than
to celebrate benchmark records. Much of what follows can be read as an inventory of where the
distance is smallest today (structured detection and correlation over well-instrumented systems)
and where it remains largest (faithful natural-language reasoning about causation and high-
autonomy action).

A second framing commitment deserves statement at the outset. We treat the appropriate unit of
analysis not as a model but as a socio-technical system comprising telemetry pipelines, models,
interfaces, playbooks, and the analysts and engineers who operate them under pressure. Judged at
this level, the questions that matter are not only “how accurate is the model?” but “how does the
model change what a tired analyst does at three in the morning?”, “what happens when it is
wrong?”, and “how does the organisation learn from the episode?”” These questions cut across the
five capability areas and motivate our repeated emphasis on grounding, explanation, evaluation,
and human oversight.

We make three contributions. First, we provide a structured synthesis of advances across five
capability areas, anchored to established risk and incident frameworks. Second, we present a
capabilities table that clarifies, for practitioners, the inputs, methods, and outputs of each class of
technique. Third, we articulate the open challenges and a corresponding research agenda, arguing
that the defensible near-term posture is augmentation of human expertise rather than autonomous
decision-making. The paper is intended for researchers, security and reliability engineers, and risk
leaders seeking a grounded view of the domain.

Contributions on an allied portfolio of studies spanning trade law and compliance, Al and data
governance, and semiconductor and edge-computing engineering inform the framing adopted here
[9]-[41]. Cognate work addressing operational-technology and critical-infrastructure security
provides complementary grounding [42]-[50]. A related stream of research on financial-fraud
detection, audit analytics, and risk analytics reinforces these observations [51]-[65].

2. Background and Scope

2.1 Risk analytics and the operational risk view

Risk analysis concerns the identification, estimation, and prioritisation of events that could impair
an organisation’s objectives. In the technology and information-security context, this is
operationalised through frameworks that decompose risk into threats, vulnerabilities, likelihood,
and impact, and that prescribe a repeatable assessment process [66], [67]. Operational risk
analytics extends this from periodic, qualitative assessment toward continuous, data-driven
monitoring: rather than estimating annualised loss expectancy from expert judgement alone, teams
increasingly instrument systems so that leading indicators (error rates, latency distributions,
authentication anomalies, control failures) can be measured and modelled in near real time. Al
enters here as a means of turning high-dimensional telemetry into calibrated signals of elevated
risk.
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This shift from periodic to continuous assessment changes the character of the analytical problem
in ways worth making explicit. A classical risk register is a slow-moving artefact revised on a
quarterly or annual cadence, populated by human judgement and reasoned about deliberatively. A
continuously monitored estate, by contrast, produces a stream of evidence whose implications for
risk change from minute to minute, and the analytical task becomes one of maintaining an up-to-
date posterior over the state of the system rather than issuing a one-off estimate. The two views
are complementary rather than competing: the register supplies the structure (which assets matter,
which failure modes are plausible, what impact they carry) while the telemetry supplies the
evidence that moves likelihood estimates within that structure. A recurring failure in practice is to
pursue one without the other, either instrumenting heavily without a model of what the signals
mean for the business, or maintaining an elegant register disconnected from any live measurement.
It also helps to distinguish leading from lagging indicators, because Al is most valuable where it
can convert weak leading signals into actionable warning. Lagging indicators (an outage that has
already occurred, a breach already confirmed) require little inference but arrive too late to prevent
loss. Leading indicators, a slow creep in tail latency, a subtle rise in authentication failures from
an unusual geography, a gradual divergence between a service and its historical seasonal profile,
are individually ambiguous and collectively overwhelming, which is precisely the regime in which
learned models can add value by integrating many weak signals into a calibrated estimate of
elevated risk. The word “calibrated” is load-bearing here: a risk signal that cannot be trusted to
mean what its magnitude implies is worse than no signal at all, because it consumes attention while
eroding confidence.

2.2 The incident lifecycle

An incident is a materialised risk: an event that disrupts, or threatens to disrupt, normal operations
or security posture. Standard guidance structures the response as a lifecycle, preparation; detection
and analysis; containment, eradication, and recovery; and post-incident activity [6]. SRE practice
adds an operational vocabulary of detection latency, time-to-acknowledge, time-to-mitigate, and
blameless postmortems that convert each incident into organisational learning [5]. This lifecycle
is the scaffolding onto which Al capabilities attach: detection and triage compress the front of the
lifecycle, summarisation and retrieval support analysis and coordination during an event, and
generative assistance accelerates the post-incident learning that closes the loop. Adversary-
behaviour taxonomies such as MITRE ATT&CK provide a shared structure for describing what
happened during security incidents, enabling detections and analyses to be expressed in a common
language of tactics and techniques [68].

Reading the lifecycle as a sequence of distinct phases is useful, but it can obscure that the phases
impose different and sometimes conflicting demands on any assisting system. Detection rewards
sensitivity and speed; containment rewards caution and reversibility; post-incident learning
rewards completeness and honesty about what went wrong. A capability tuned for one phase can
be actively harmful in another, an aggressive automated remediation appropriate during a fast-
moving denial-of-service event would be reckless during a suspected data breach, where premature
action can destroy forensic evidence or tip off an adversary. Effective deployment therefore
matches the posture of Al assistance to the phase, and one of the more subtle design problems in
the field is recognising, in real time, which phase an evolving event is actually in. Many severe
incidents are misclassified early (a security breach mistaken for a performance regression, or vice
versa) and assistance that helps responders revise that framing quickly may matter more than
assistance that optimises any single phase.
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The metrics that SRE practice attaches to the lifecycle also deserve scrutiny, because they become
the targets against which Al assistance is justified and, if chosen carelessly, the targets it will
exploit. Time-to-acknowledge and time-to-mitigate are attractive because they are measurable, but
optimising them in isolation can encourage premature acknowledgement, superficial mitigation
that masks rather than resolves a fault, or the suppression of alerts that would have lengthened the
visible response time. A mature view treats these operational metrics as proxies for the outcomes
that actually matter (avoided loss, preserved trust, durable learning) and remains alert to the ways
in which a well-meaning optimisation can improve the proxy while degrading the goal. This
tension recurs when we consider evaluation in Section 4.

2.3 Al, machine learning, and NLP foundations

Three technical threads underpin the advances that follow. The first is statistical and deep machine
learning for detection: from ensemble methods such as random forests [69] to recurrent
architectures able to model temporal dependence in event sequences [70], [71]. The second is
representation learning for text, where the transformer [3] and bidirectional pretraining [72]
enabled models to encode the semantics of logs, tickets, and analyst notes. The third is the
emergence of large, generatively pretrained language models exhibiting few-shot and instruction-
following behaviour [4], [73], later characterised as general-purpose “foundation models”
adaptable across many downstream tasks [74]. Retrieval-augmented generation (RAG), which
conditions a language model on documents fetched from an external corpus, is a fourth thread of
particular relevance because it grounds generation in verifiable organisational knowledge [75].
The scope of this paper is the application of these threads to risk and incident analysis; we treat
general model training as background rather than subject matter.

Each thread carries an inductive bias that determines what it is good for, and appreciating these
biases prevents the common error of reaching for the most powerful available model regardless of
fit. Tree ensembles and other tabular methods excel where features are engineered and
interpretable and where labelled examples, though scarce, exist; they degrade gracefully and are
comparatively easy to explain, which is why they remain a sensible default for many detection
tasks despite the prestige of deeper alternatives. Recurrent and sequence architectures capture
order and timing, making them apt for the execution-path structure of logs and traces, but they
demand more data and are harder to interpret. Text encoders convert unstructured analyst language
into vectors over which similarity and retrieval become tractable, unlocking the vast reservoir of
prior tickets and postmortems that most organisations accumulate but rarely exploit. Generative
language models add fluent synthesis and instruction-following, but they are the least constrained
of the four and the most prone to assert beyond their evidence. A principled architecture for
incident analysis composes these threads according to their strengths rather than treating the largest
generative model as a universal solvent.

Retrieval-augmented generation warrants particular emphasis because it addresses the specific
weakness that makes generative models risky in this domain. A language model asked a question
about a past incident from its parametric memory alone will answer confidently whether or not it
knows, and its training corpus contains none of the organisation’s private operational history.
Conditioning generation on documents retrieved at query time from the organisation’s own
runbooks, postmortems, and telemetry both supplies the missing knowledge and, crucially,
produces an auditable chain from claim to source. This turns the interaction from an oracle to be
trusted into an assistant whose reasoning can be checked, which, as later sections argue, is the
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property that most determines whether such systems are safe to deploy under the adversarial and
time-critical conditions of real incidents.

Contributions on semiconductor, RF/MEMS and microelectronic systems engineering and
biomedical imaging inform the framing adopted here [76]-[80]. Cognate work addressing 10T
security and network threat mitigation provides complementary grounding [81]-[83]. A related
stream of research on internal audit, risk governance, and financial-sector controls reinforces these
observations [84]-[94].

3. Advances and State of the Art

3.1 Detection and anomaly analytics

Detection is the most mature application area. System logs, being semi-structured and abundant,
were an early target: log-parsing techniques convert free-form messages into structured event
templates [95], over which sequence models learn the normal ordering and timing of events and
flag deviations. DeepLog demonstrated that a long short-term memory network trained on normal
log sequences could detect anomalies as violations of learned execution patterns and, importantly,
localise them to specific log keys [2]. Beyond logs, anomaly detection spans metrics (seasonal and
trend-aware models over time series) and traces (graph-structured spans across microservices),
with the general framing surveyed by Chandola et al. [1]. In security specifically, detection models
operate over network flows, endpoint telemetry, and authentication events, mapping suspicious
activity to adversary techniques [68].

It is worth distinguishing the several senses in which “anomaly” is used, because they carry
different operational consequences. A point anomaly is a single observation that departs from the
norm, such as a spike in error rate; a contextual anomaly is normal in general but abnormal in its
context, such as heavy database load that would be unremarkable at peak hours but is suspicious
at three in the morning; and a collective anomaly is a sequence that is abnormal as a pattern even
though each element is individually ordinary, such as a login followed by privilege escalation
followed by bulk data access. Security-relevant behaviour is disproportionately collective and
contextual, which is precisely why simple thresholding fails and why sequence-aware models that
learn the normal grammar of events, as DeeplLog does, mark a genuine advance. The same
taxonomy explains a frequent disappointment: a detector tuned to point anomalies will miss the
patient, low-and-slow adversary whose every individual action looks benign.

A recurring lesson tempers these successes. Sommer and Paxson [7] observed that machine
learning excels at finding similarities but that intrusion detection demands finding novel, rare
deviations under extreme class imbalance and high cost of error, conditions where benchmark
accuracy translates poorly to operational value. The practical consequence is that raw detection is
necessary but insufficient: without downstream triage and correlation, sensitive detectors
overwhelm analysts, while conservative ones miss the events that matter. The mathematics of the
base rate makes this concrete: when genuine incidents are rare, even a small false-positive rate
applied to an enormous volume of benign events yields an alert stream dominated by noise, so that
the practical figure of merit is not accuracy or even recall but the precision achievable at a recall
the organisation can tolerate. This is why the most consequential engineering work often lies not
in the detector itself but in everything downstream of it, the triage, correlation, and enrichment that
convert a raw score into something an analyst can act on, and why detection quality cannot be
assessed in isolation from the workflow it feeds.
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3.2 Alert triage, deduplication, and correlation

The volume problem shifts from raw telemetry to alerts. Large estates generate alert storms in
which a single root cause manifests as hundreds of correlated notifications. Al-assisted triage
addresses this through deduplication (collapsing repeated or near-identical alerts), prioritisation
(ranking by learned severity and business impact), and correlation (grouping alerts that share a
probable cause across time, topology, or entity). These capabilities are central to the discipline of
AlOps, applying machine learning to IT operations data to reduce noise and accelerate diagnosis,
whose real-world challenges and research directions were articulated by Dang et al. [96].
Correlation often exploits service dependency graphs so that alerts propagating along known call
paths are consolidated into a single incident narrative, sharply reducing the cognitive load on
responders and shortening time-to-acknowledge.

The value of correlation is best understood through the phenomenon it counteracts. In a densely
connected estate, a single failing dependency does not announce itself once; it radiates outward,
tripping health checks, timeouts, and saturation alarms in every service that touches it, so that
responders are confronted not with a fault but with a symptom cloud whose shape obscures its
origin. Effective correlation inverts this radiation, using the topology through which the failure
propagated to collapse the cloud back toward its source. When it works, the analyst sees one
incident with a suggested root cause and a ranked set of contributing signals rather than three
hundred alerts; when it fails, it either fragments one incident into many or, more dangerously, fuses
two genuinely independent problems into a single misleading narrative. The failure modes matter
because a correlation engine sits on the critical path of every response, and its errors are inherited
by everything downstream.

Prioritisation raises a distinct and underappreciated difficulty: severity is not an intrinsic property
of an alert but a function of business context that the telemetry rarely encodes directly. The same
database error is trivial on a batch-analytics cluster and catastrophic on the checkout path, and a
model that ranks purely on signal characteristics will misjudge both. Encoding business impact
(which services are revenue-critical, which customers are affected, what regulatory clocks a given
event starts) requires joining operational data to organisational knowledge that lives outside the
monitoring stack, and doing so is often the difference between a triage system that analysts trust
and one they learn to ignore. This dependence on context is a theme that recurs across every
capability area: the model is only as useful as the organisational knowledge it can be grounded in.

3.3 NLP and LLMs for summarisation, retrieval, and postmortems

The most visible recent advances involve natural language. Incidents are surrounded by text (chat
channels, ticket threads, deployment notes, prior postmortems) and LLMs are well suited to
compress and organise it. Three uses stand out. First, summarisation: condensing a sprawling
incident channel into a timeline and a current-state briefing for arriving responders or executives,
reducing the handover cost that plagues long-running incidents. Second, knowledge retrieval:
answering “have we seen this before, and what fixed it?” by retrieving relevant runbooks and
historical postmortems. Here retrieval-augmented generation is decisive, because grounding
answers in retrieved organisational documents both improves accuracy and yields citations
analysts can verify [75]. Third, postmortem authoring: drafting structured post-incident reviews
(timeline, contributing factors, action items) from the raw record, lowering the friction that often
leaves learning incomplete [5]. Techniques such as chain-of-thought prompting can improve the
quality of multi-step reasoning about causes when carefully applied [97], though, as Section 5
discusses, fluency must not be mistaken for correctness.
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Each of these uses rewards a different relationship between the model and the truth, and conflating
them leads to predictable trouble. Summarisation during a live incident is valuable precisely
because it is fast and continuously updated, but it operates on a partial and shifting record; the
responsible design treats its output as a mutable working hypothesis prominently timestamped and
traceable to the underlying messages, not as an authoritative account. The greatest danger in live
summarisation is anchoring: a confidently phrased early summary that names a probable cause can
lodge in responders’ minds and bias every subsequent interpretation, so that a summary which is
merely plausible can actively lengthen an incident by steering the team down a false trail. This is
a case where a fluent, decisive assistant is worse than a hesitant one, and where surfacing
uncertainty and dissenting evidence is a feature rather than a hedge.

Knowledge retrieval and postmortem authoring sit at opposite ends of the time pressure spectrum,
which changes what “good” means for each. Retrieval during an incident must be fast, precise,
and honest about the limits of its evidence; returning three highly relevant prior incidents with
their resolutions is far more useful than a fluent synthesis that blends them into a plausible but
non-existent precedent. Postmortem authoring, by contrast, happens after the fact and can afford
deliberation, but it carries a different hazard: because the drafted narrative will become the
organisation’s durable memory of the event and the basis for its corrective actions, subtle
misattributions of cause are more damaging than in any live setting. A model that smooths a messy,
multi-causal failure into a tidy single-because story produces a document that reads well and
teaches the wrong lesson. Across all three uses, the consistent design principle is that the natural-
language layer should make its evidence inspectable and its uncertainty visible, so that the analyst
is reasoning with the model rather than deferring to it.

3.4 Automation and orchestration

Detection and analysis feed action. Security orchestration, automation, and response, together with
reliability automation, encode routine remediation (isolating a host, rotating a credential, rolling
back a deployment, scaling a resource) as executable playbooks that Al can select, populate, and,
at higher autonomy levels, trigger. The engineering value is consistency and speed on well-
understood, low-ambiguity tasks. The engineering hazard is that machine-learning components
embedded in operational pipelines accrue “hidden technical debt” (entanglement, feedback loops,
and configuration fragility) that makes automated systems difficult to reason about and prone to
silent failure [98]. Mature practice therefore couples automation with guardrails: staged rollouts,
reversibility, and explicit approval gates for actions whose blast radius is large.

The critical design variable is autonomy, and it is best treated not as a binary but as a spectrum
matched to the reversibility and blast radius of each action. At the low-risk end sit actions that are
cheap to undo and narrow in effect (enriching an alert with context, opening a ticket, gathering
diagnostic snapshots) where full automation is not only safe but clearly beneficial, because human
involvement adds latency without adding judgement. At the high-risk end sit actions that are hard
or impossible to reverse and wide in effect, failing over a datastore, revoking access for a class of
users, taking a production service offline, where automated execution without a human decision is
difficult to defend regardless of how confident the model is. The interesting and contested territory
is the middle, where the appropriate posture is often to have the Al fully prepare an action (select
the playbook, populate its parameters, assemble the supporting evidence) and present it for a single
human confirmation, capturing most of the speed benefit while preserving accountability at the
moment of consequence.
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A further subtlety is that automation changes the system it acts upon, creating feedback loops that
can destabilise the very models that drive it. If an automated remediation suppresses the symptoms
a detector was trained to recognise, the detector’s future training data is quietly biased; if
automated scaling masks a capacity problem, the leading indicators of that problem stop appearing
until the masking capacity is itself exhausted. These loops are a concrete instance of the
entanglement that Sculley et al. warn of, and they argue for instrumenting automation as heavily
as the systems it manages (recording what was done, why, and with what effect) so that the
automation remains legible after the fact. The recurring temptation to measure success by the
fraction of incidents handled without human involvement is, in this light, a dangerous metric,
because it rewards exactly the opaque, high-autonomy behaviour most likely to fail silently.

3.5 Human-AlI collaboration

Across all four preceding areas, the effective unit is not the model but the analyst-plus-model team.
Explainability techniques help analysts calibrate trust by exposing why a detector fired or which
features drove a score, whether through local surrogate explanations [99], additive feature
attributions [100], or the broader programme of explainable Al surveyed by Arrieta et al. [101].
Interaction design matters as much as model quality: guidelines for human-Al interaction
emphasise making system capabilities and limitations clear, conveying uncertainty, supporting
efficient correction, and learning from analyst feedback [102]. The consistent finding is that AI’s
value in incident analysis is realised through augmentation (surfacing candidates, drafting
artefacts, and retrieving precedent) while judgement about consequential action remains with
accountable humans. The goal of explanation in this setting is specifically calibration, bringing the
analyst’s trust in a given output into line with that output’s actual reliability, rather than
transparency for its own sake. Miscalibration runs in both directions and both are costly. Under-
trust wastes the assistance: an analyst who re-derives every result the model offers gains nothing
from it and would be faster working alone. Over-trust is more dangerous, because it substitutes the
model’s judgement for the analyst’s at exactly the moments (novel, high-severity, ambiguous
incidents) when human reasoning is most needed and the model is least likely to be reliable. A
well-designed explanation helps the analyst decide not merely what the model concluded but
whether to believe it this time, which is why exposing the evidence behind a conclusion is often
more useful than a post-hoc rationalisation of the conclusion itself. There is also a temporal
dimension to the collaboration that static notions of explainability miss. Incident response is a
loop, and the analyst’s corrections (dismissing a false grouping, relabelling a severity, rejecting a
proposed remediation) are among the most valuable signals the system can capture, both to
improve future models and to build an audit trail of human judgement. Designing interactions so
that correction is cheap and its consequences are visible turns each incident into a source of durable
learning rather than a one-way dispensing of model outputs. This reframing, from model-as-oracle
to model-as-collaborator whose outputs are continuously adjudicated and whose adjudications
feed back into the system, is the through-line that connects explainability, interaction design, and
the augmentation posture we advocate throughout.

3.6 Described capabilities

Table 1 summarises the five capability areas in terms of typical inputs, representative methods,
and outputs, with an indication of the appropriate level of autonomy.

Table 1. Al-assisted risk and incident analysis: described capabilities.
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Capability Representativ  Primary Appropriate
area Typical inputs e methods outputs autonomy
Detection & Logs, metrics, Log parsing; Scored Advisory;
anomaly traces, sequence anomaliesand human
analytics network/endp models candidate confirmation
oint telemetry (LSTM); incidents for action
time-series localised to
and graph entities
anomaly
detection;
supervised
classifiers
Alert triage & Raw alerts, Deduplication Consolidated, Advisory to
correlation topology/dep learned ranked semi-
endency prioritisation, incidents with automated
graphs, causal/tempor probable suppression
historical al correlation groupings
labels (AIOps)
NLP/LLM Chat threads, Summarisatio Timelines, Draft-and-
analysis tickets, n, retrieval- briefings, review with
runbooks, augmented grounded human sign-
prior generation, answers, draft off
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Contributions on enterprise cybersecurity and cyber-defense engineering inform the framing
adopted here [103]-[114]. Cognate work addressing human factors and security awareness in
organizational cybersecurity provides complementary grounding [115]. A related stream of
research on financial analytics, planning, and enterprise decision systems reinforces these
observations [116]-[130].

4. Open Challenges

4.1 Hallucination and reliability

The most acute challenge for language-model assistance is hallucination: the generation of fluent
content that is unsupported or false [8]. In incident analysis the stakes are high, because a
confidently stated but incorrect root cause can misdirect a response under time pressure. Retrieval
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grounding mitigates but does not eliminate the problem; models can still misattribute retrieved
evidence or over-generalise from it [75]. Reliability also encompasses detection models, whose
performance can drift as systems, workloads, and adversary behaviour evolve, degrading silently
unless monitored. The practical requirement is that Al outputs in this domain be treated as
hypotheses to be verified against primary telemetry, with provenance and citations exposed by
default. What makes hallucination especially corrosive here, as opposed to in casual uses of
language models, is the combination of high stakes, time pressure, and the difficulty of verification
at the moment of use. A responder mid-incident has neither the time nor, often, the independent
information to check a confidently asserted causal claim, and the very fluency that makes the
output easy to read also makes error hard to detect. The failure is not random noise that an alert
reader would catch but plausible, well-formed, domain-appropriate prose that happens to be
wrong, the hardest kind of error to notice. Grounding helps by attaching claims to sources, but it
introduces its own failure surface: the retrieval step can surface irrelevant or outdated documents,
and the model can cite a real source while misrepresenting what it says. Robust deployment
therefore treats grounding not as a solved guarantee but as a chain of fallible steps, each of which
must be made inspectable. Detection reliability fails in a quieter but no less serious way. Because
models decay as the estate and the threat landscape shift, a detector that was well-calibrated at
deployment can drift into uselessness without any visible error, it simply stops firing on events it
once caught, or begins firing on benign changes it now misreads. Unlike a crash, this degradation
produces no signal of its own, which means reliability in this domain is not a property a system
has but a property that must be continuously measured, with the performance of the models
themselves treated as telemetry to be monitored, alerted on, and periodically re-validated against
fresh ground truth.

4.2 Data sensitivity and governance

Incident data is among the most sensitive an organisation holds: it contains security posture,
vulnerabilities, credentials, personal data, and, in breaches, evidence of legal significance.
Applying Al raises questions of where data is processed, how it is retained, whether it is used to
train shared models, and how access is controlled during an active incident when normal controls
may be under stress. Foundation models trained on broad corpora carry additional governance
considerations around provenance and leakage [74]. Deployment must therefore respect data-
handling obligations, isolate sensitive corpora, and ensure that retrieval and logging do not
themselves become an exfiltration path. A distinctive feature of this domain is that the Al system
becomes a concentrated repository of exactly the information an adversary most wants. A retrieval
index over an organisation’s runbooks and past incidents is, in effect, a curated map of its
weaknesses and its standard responses to them; a compromised summarisation assistant sees the
full internal narrative of a live breach. The tooling built to defend the estate thus expands its attack
surface, and any assessment of these systems must weigh the risk they introduce against the risk
they mitigate. This is sharpened during an active incident, when the ordinary assumption that
access controls are intact may be exactly what is in question, and when responders under pressure
are tempted to relax controls to move faster. Governance is further complicated by the tension
between grounding and confidentiality. The same retrieval that makes generation trustworthy also
copies sensitive content into prompts, embeddings, logs, and, potentially, third-party model
providers, each of which is a place the data can leak or be retained beyond its intended life.
Decisions that seem purely technical, where embeddings are computed, whether prompts are
logged for debugging, whether interactions are used to improve a shared model, carry real
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confidentiality consequences, and they must be made deliberately rather than inherited by default
from a vendor’s convenience. The through-line is that data governance cannot be bolted on after a
system is designed for capability; it has to shape the architecture, from where computation happens
to what is retained and who can see it.

4.3 Evaluation

Evaluation is arguably the field’s weakest link. Detection benchmarks often fail to reflect open-
world class imbalance and cost asymmetry [7], so reported accuracy overstates operational value.
For LLM assistance, there is no settled methodology for measuring whether a summary is faithful,
whether a retrieved answer is correct and complete, or whether a drafted postmortem improves
organisational learning. Meaningful evaluation must be end-to-end and human-centred, measuring
effects on time-to-mitigate, error rates, and analyst workload rather than intrinsic model metrics
alone. The absence of shared, realistic benchmarks impedes both research comparability and
procurement. The difficulty is partly intrinsic to the subject matter. Genuine incidents are rare,
heterogeneous, and confidential, which is precisely why the public benchmarks that drive progress
in other areas of machine learning are so scarce here, and why the ones that exist tend to be dated,
synthetic, or narrow. An organisation cannot readily publish its breaches, and a synthetic incident
stripped of the messy context that makes real ones hard is a poor proxy for the phenomenon of
interest. This scarcity pushes evaluation toward each organisation’s private data, which improves
realism at the cost of comparability, so that claims about a technique’s value become difficult to
reproduce or contest across settings. The deeper problem is that the intrinsic metrics researchers
can compute cheaply are only loosely connected to the outcome’s practitioners care about. A
summary can score well on lexical overlap with a reference while omitting the one fact that would
have changed the response; a retrieval system can achieve high relevance scores while failing on
the rare queries that matter most; a detector can post excellent aggregate numbers while missing
the specific class of stealthy attack the organisation is most worried about. Because the ultimate
criterion is a causal one, did the assistance make the human-plus-machine team faster, more
accurate, or better at learning? rigorous evaluation ultimately requires studying that team, ideally
through controlled comparison, and not the model alone. Such evaluation is expensive and slow,
which is exactly why it is rare and why the field’s confidence in its own tools outruns its evidence.

4.4 Over-automation and de-skilling

Automation that acts at machine speed can amplify errors as readily as it accelerates remediation,
and the hidden technical debt of embedded ML compounds this fragility [98]. A subtler hazard is
de-skilling: if analysts habitually accept Al proposals, their ability to reason independently during
the novel, high-severity incidents that most demand human expertise may atrophy. Over-reliance
is a known failure mode of automation generally, and it argues for interaction designs that keep
humans genuinely engaged rather than nominally “in the loop” [102].

De-skilling in this domain has a cruel structure often called the irony of automation: automation
handles the routine cases well, which are exactly the cases through which analysts would otherwise
have built and maintained the intuition needed for the hard ones. Expertise is largely tacit,
accumulated by working through many ordinary incidents, and if the ordinary incidents are
handled silently by machines, the pipeline that produces senior analysts quietly dries up. The
organisation then finds, at the worst possible moment (a novel, severe, fast-moving crisis that the
automation cannot handle) that the humans it needs to take over have lost the fluency the
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automation was built to spare them. This is a systemic risk that no single incident reveals and that
accrues precisely when the automation is performing well.

There is also a failure mode in which nominal human oversight provides only the appearance of
control. A responder asked to approve a stream of machine-generated proposals under time
pressure, most of which are correct, will rationally lapse into rubber-stamping, and the “human in
the loop” becomes a human who legitimises decisions they did not truly make. Genuine oversight
requires that the human be given the evidence, the time, and the incentive to dissent, and that
dissent be cheap and consequential; oversight that is merely a required click is a liability dressed
as a safeguard, transferring accountability to a person who has been designed out of the actual
decision. Countering both hazards points toward interaction designs that deliberately preserve
human engagement, surfacing uncertainty, occasionally routing routine cases to humans to keep
skills fresh, and treating the maintenance of expertise as an explicit objective rather than an
assumed by-product.

Contributions on cybersecurity, data governance, and I1T-risk management inform the framing
adopted here [131]-[151]. Cognate work addressing enterprise IT systems, cloud migration, and
service management provides complementary grounding [152]-[164]. A related stream of research
on predictive analytics and data-driven decision-support systems reinforces these observations
[165]-[171].

5. Future Opportunities and Research Agenda

The challenges above map onto a concrete agenda. What follows is organised as a set of directions,
but they share a common logic: each seeks to close the gap between demonstration and dependable
practice by making Al assistance verifiable, measurable, and controllable rather than merely more
capable. The ordering reflects our judgement of near-term tractability and value, beginning with
the directions most likely to yield trustworthy systems soon and ending with the socio-technical
questions that will determine whether those systems are adopted well.

Grounded, verifiable reasoning. The most valuable near-term direction is to make LLM
assistance verifiable by construction, tightly coupling generation to retrieval so that every claim
carries provenance to primary telemetry or authoritative documents [75]. Research should target
incident-specific retrieval (over heterogeneous logs, metrics, traces, and text), faithfulness metrics,
and interfaces that make grounding legible to analysts under time pressure. The retrieval problem
here is unusually hard because the corpus is not a homogeneous document store but a mixture of
structured time series, semi-structured logs, graph-shaped traces, and free text, and the most
relevant evidence for a given claim may live in a modality different from the query. Progress will
require retrieval that spans these modalities and reasoning that can hold a claim accountable to
evidence of a different type, grounding a natural-language assertion about a cause in the specific
metric excursion and log sequence that support it. Equally important is research on faithfulness
measurement itself, since a grounded system is only as trustworthy as our ability to detect when
its grounding has failed.

Realistic, end-to-end evaluation. The field needs shared benchmarks and evaluation protocols
that reflect open-world conditions (class imbalance, concept drift, and cost asymmetry) for
detection [7], and human-centred, task-level metrics for LLM assistance. Living datasets drawn
from realistic (safely anonymised) incident records, and evaluation of the human—Al team rather
than the model in isolation, would materially advance the field. Because raw incident data cannot
generally be shared, progress may depend on intermediate constructs: high-fidelity simulation
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environments that reproduce the statistical texture of real estates, carefully anonymised or
synthesised incident corpora that preserve difficulty while removing sensitivity, and standardised
task definitions that let different organisations report comparable results on their own private data.
The aspiration should be a “living” benchmark that evolves with the threat landscape rather than a
static snapshot that degrades into a solved puzzle, and evaluation protocols that measure the
human—Al team through controlled comparison rather than inferring team performance from
model metrics. Establishing even modest shared conventions for reporting would let the field
accumulate evidence rather than repeatedly asserting improvement.

Explainable and calibrated detection. Detectors should not only score but justify, exposing the
evidence behind an alert so analysts can adjudicate quickly [99]-[101]. Coupling explanations
with well-calibrated uncertainty would let triage systems route confident cases to automation and
ambiguous ones to humans. Calibration deserves as much research attention as accuracy, because
a system that knows what it does not know is what makes graduated autonomy possible: a detector
whose confidence scores are trustworthy can safely automate the cases it is sure of and escalate
the rest, whereas one whose confidence is poorly calibrated cannot be trusted to make that routing
decision at all. This suggests a research programme that treats uncertainty as a first-class output,
distinguishing, where possible, uncertainty arising from genuinely ambiguous evidence from
uncertainty arising from the model encountering conditions unlike anything in its training, and that
validates calibration under the drift and distribution shift characteristic of live estates rather than
only on held-out data drawn from the same distribution as training.

Resilience-aware automation. Rather than pursuing maximal autonomy, research should
formalise graduated autonomy, matching the level of automation to the reversibility and blast
radius of an action, and treat the Al-in-the-loop pipeline itself as a system whose failure modes
must be engineered against [98]. Techniques for safe rollback, staged action, and automation
“circuit breakers” deserve systematic study. The framing worth pursuing is that the automation is
itself a component of the production system, subject to the same discipline of blast-radius analysis,
staged rollout, reversibility, and monitoring that mature engineering applies to any change with
the potential to cause harm. This implies concrete research artefacts: formal models that relate an
action’s reversibility and reach to the level of autonomy it may be granted; mechanisms that detect
when an automated response is failing to converge and halt it before it compounds the incident;
and designs that make the automation’s own state observable so that responders can understand
and, if necessary, override what it is doing. The objective is not to minimise human involvement
but to spend it where it changes outcomes, reserving human judgement for the irreversible and the
ambiguous.

Knowledge-centred and adversary-aware analysis. Structuring institutional memory around
shared taxonomies such as MITRE ATT&CK [68] would let retrieval and summarisation reason
over adversary behaviour, not just surface text, and would connect incident analysis back to
proactive risk assessment [67]. Because adversaries adapt, future systems must anticipate attempts
to poison training data or manipulate model behaviour, making robustness an explicit design goal.
Anchoring institutional memory to a shared taxonomy would let a system move beyond matching
the surface text of past incidents toward reasoning about the underlying behaviours they
exemplified, so that a novel intrusion can be related to prior ones through the tactics and techniques
it shares even when its specific indicators are new. This same structuring closes the loop back to
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proactive risk assessment, letting the patterns learned from incidents inform where controls should
be strengthened before the next event. The adversarial dimension is what most distinguishes
security applications from general operations: an adversary who understands that a defender relies
on a learned model has an incentive to manipulate it, whether by feeding it poisoned training data,
crafting inputs designed to evade detection, or probing an assistant to extract the sensitive
knowledge it indexes. Robustness against a thinking opponent, rather than merely against noise,
must therefore be a design goal from the outset rather than a hardening step applied afterward.

Human-Al teaming and the future of the analyst role. Finally, the field should invest in the
socio-technical design of analyst—Al collaboration: how to preserve and grow human expertise,
how to convey model uncertainty, and how to capture analyst corrections as durable learning
signals [102]. The objective is a partnership in which Al expands the reach of scarce expertise
rather than displacing the judgement on which trustworthy incident response depends. This agenda
is as much organisational as technical. It asks how career paths and training must change when the
routine work through which analysts once built expertise is increasingly automated, how teams
should be structured so that human skill is maintained rather than eroded, and how the corrections
and judgements that analysts contribute during real incidents can be captured as a durable asset
rather than lost. Treating these questions as first-order research rather than as implementation
details is what will determine whether the capabilities surveyed in this paper translate into resilient
practice or into brittle systems that perform well in demonstrations and fail when it matters. The
measure of success is not how much human effort the systems remove but how much more
effective they make the expertise that remains.

Contributions on enterprise IT service delivery and security operations inform the framing adopted
here [172]-[178]. Cognate work addressing financial analytics, audit, 1T-risk and governance
across the wider research portfolio provides complementary grounding [179]-[350]. A related
stream of research on the foundational and directly cited literature underpinning the present study
reinforces these observations [1]-[8], [66]-[75], [95]-[102].

6. Conclusion

Al-assisted risk and incident analysis has crossed the threshold from research curiosity to
operational practice. Detection analytics compress the flood of telemetry into candidate signals;
triage and correlation tame alert storms; NLP and large language models summarise, retrieve, and
draft the textual artefacts that surround every incident; and automation executes well-understood
remediation at speed. Mapped onto the incident lifecycle and established risk frameworks, these
capabilities demonstrably shorten the path from event to understanding. Yet the same synthesis
reveals why enthusiasm must be disciplined: models hallucinate, incident data is exquisitely
sensitive, evaluation remains immature, and unchecked automation can propagate error as fast as
it resolves it. The through-line of our analysis is that the defensible role for Al in this domain is
augmentation, grounding generation in verifiable evidence, explaining detections, and keeping
accountable humans in genuine control of consequential decisions. The research agenda we set out
(verifiable reasoning, realistic evaluation, explainable detection, resilience-aware automation,
adversary-aware knowledge, and human—Al teaming) describes the work required to convert
today’s capabilities into dependable practice. Progress will be measured not by model scale but by
whether these systems help expert teams respond faster, more accurately, and with better learning,
under the adversarial and time-critical conditions that define real incidents.
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